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Abstract: 

In the entire globe, higher learn ing institutions, organizations and governments are completely dependent on the computer 

networks which play an important role in their day to day operations. So the necessity for protecting those networked systems has 

also increased. Intrusion Detection System which is increasingly a key element of system security is used to identify the malicious 

activities in a computer network or system. Hybrid  computing is one of the latest and an emerging area in the Informat ion and 

Technology (IT) sector, which has given a different dimension to the organizations. Performance and security aspects and the 

major issues which have to be addressed in Hybrid Computing. Intrusion is one such critical and important security problem for 

Hybrid Computing. Th is paper will attempt to give an overall idea about Hybrid  computing, Intrusion, types of Intrusion 

Detection Systems and earlier works done on Intrusion Detection System. The key proposal of this paper is to give an overall idea 

for building a Hybrid Intrusion Detection System that would detect any type of intrusion into the Hybrid Network.  
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I. INTRODUCTION  

 

In the 1990‘s the concept of mobile wireless devices working 

together was proposed, a significant amount of research has 

been conducted on mobile ad hoc networks. A mobile ad hoc 

network is a continuously self-configuring, infrastructure-less 

networks of mobile devices connected without wires. In the 

router connectivity may change frequently, leading to the 

multi-hop communication paradigm that can allow 

communicat ion without the use of provide alternative 

connections inside hotspot cells. All nodes in this  network are 

mobile and they use wireless connections to communicate with 

various networks. They developed two standard track routing 

protocol specifications, the reactive and proactive protocols 

[1]. There are vulnerable in their functionality intruders can 

compromise the operation of the network by attacking at any 

of the layers like physical, MAC or network layers. Standard 

informat ion security measures such as encryption and 

authentication do not provide complete protection, and, 

therefore, intrusion detection system (IDS) and intrusion 

prevention system (IDP) mechanisms are most widely used to 

secure network. Intrusion Detection is the process of 

monitoring events occurring in a network or computer system 

& analyzing them for signs of possible incidents of threats and 

violations of computer security practices, acceptable use 

policies or standard security policies. Intrusion Detection 

System (IDS) is a hardware or software component that 

automates the process of intrusion detection. It is designed to 

monitor the events occurring in a network and computer 

system and responds to events with all signs of possible 

incidents of violations of network security policies [2]. An 

Intrusion Prevention System (IPS) is a network device or 

software that identify and block network threats by assessing 

each and every packet based on the network protocols in the 

network layer, tracking each session. It can be considered as an 

extension of firewalls with extra security. Intrusion Prevention 

System is a down to business defense mechanisms designed to 

detect malicious packets within network traffic and stop 

intrusions dead, blocking the aberrant traffic automatically  

before it does any damage rather than simply giv ing an alert as, 

the malicious load has been delivered. It were invented 

independently to resolve ambiguit ies in network monitoring by 

placing prevention systems in-line on the network monitoring 

and the incoming packets based on certain prescribed rules and 

if bad passage is detected, it is dropped in real-time. It help ful 

to sense and prevent attacks like brute force attacks, 

vulnerability detection, DoS/DDoS attacks, protocol anomaly  

prevention and detection unidentified attacks. IPS technologies 

are session based and traffic flow is examined based on session 

flow [3]. The term Hybrid computing is neither a new concept 

nor a new technology yet it is considered to be the new 

paradigm for hosting of service and delivery of service over 

Internet. Hacking, Intrusion, Data loss, Data theft, Data 

destruction is the major security issues of Internet [1]. The 

term Hybrid computing came into picture, when Internet has 

got evolved. Hybrid computing can also be termed as Internet 

Computing. In simple words the term Hybrid computing can 

be defined as the practice of using the Internet for computing 

purpose. In Hybrid computing applications, hardware, system 

software are delivered as service over the Internet [1].Internet 

is represented using hybrid symbol in the network diagram, 

hence this type of computing has got hybrid has its metaphor. 

The major advantage of the Hybrid computing is, the resources 

can be utilized anywhere, anytime and also anything can be 

stored in the resource provided. The person who provides all 

these service are said to be Network Serv ice Provider (NSP). 

All the computational resource may not be provided by a 

single Service Provider. The end user has to be depending 

upon on several service providers for complete computational 

requirement. Another major advantage for the organizat ion is, 
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the capital expenditure spent on building the organizational 

resource can be reduced dramatically, thus giving a path for 

the young entrepreneurs. In other point of view Hybrid  

computing can be defined as general utilities that can be rented 

and released via Internet on demand [2]. To add further about 

this point, all the resources that are required for computing 

purpose are given on demand, either as free service or paid 

service. Paid service of Hybrid computing is often called as 

“Pay as you go manner”. Since it works in an on demand 

fashion, the requirements of the user are delivered in a fast 

manner. 

 

II. ISS UES IN HYBRID COMPUTING 

 

Even though Hybrid computing has got many advantages, 

certain limitation makes the end user or the customer to think 

before implementing the hybrid environment in their 

organization. Security is one of the important problems in all 

type of network, especially in Internet the security issues are 

more in number [8]. The data that is being stored in the hybrid 

has to be highly secured; the data has to be secured from 

various vulnerabilities such as Hacking, Intrusions etc. The 

later part of the paper discusses about the Intrusion issues of 

hybrid security model has been proposed to detect and prevent 

the intrusions. The level of issue in the below column denotes 

which issue has to be addressed very seriously with the priority 

number and solution as follows. Least Number indicates the 

highest priority. In other words it can also be said as, service of 

readily availab le resources [3]. Hybrid Computing can also be 

called as On Demand Computing. Another interesting fact 

about Hybrid computing is that, Hybrid computing is like an  

elephant, for those who see this elephant in front will say it as 

snake, for those whose see in the side will say it as wall etc, yet 

few are able to say it is an elephant. There is no proper 

definit ion or none has defined Hybrid computing in a 

standardized manner. Everyone defines Hybrid computing in 

their own perspective. And it was Google’s CEO Eric Schmidt 

used the word hybrid in the year 2006 to describe the business 

model of p roviding the computing resources across the Internet 

[2]. 

 

III. HYBRID INTRUS ION DETECTION S YS TEM 

 

As discussed in the section 2 of this paper, intrusion is one of 

the important issues in all the networks, especially in Hybrid  

computing where all the service are served via Internet. The 

term intrusion can be defined as the process of entering into a 

network without proper authentication. The two major type of 

Intrusion Detection technique are Anomaly based Intrusion 

Detection and Misuse base Intrusion Detection. The major 

drawback with anomaly based detection method is that, it 

cannot detect any new kind of attacks. It also cannot detect 

anything other than the predefined profile by the network 

administrator. Although these drawbacks are overcome in  

misuse detection method, misuse detection method cannot 

detect anything other than the predefined rules and also the 

system rules have to be updated constantly. Hence it is 

necessary to build an Intrusion Detection System that 

overcomes the drawbacks of both the intrusion detection 

system and also much more efficient than the existing system. 

Hybrid Intrusion Detection would be the solution for the above 

problem statement. Hybrid Intrusion Detection System can be 

defined as a system that has the combination of both anomaly  

detection method and misuse detection method. This Hybrid 

Intrusion Detection System can be implemented in the hybrid 

based environment. The fo llowing section of the paper, the 

related works on the problem statement and the proposal of 

Hybrid Intrusion Detection System design have been 

discussed. 

Intrusion Detection is divided into three categories 

 

(a) anomaly -based detection  

(b) misuse-based detection 

(c) hybrid-based detection  

 

A. Anomaly-Based Detection 

 

Anomaly-based detection, the key to the application of 

anomaly detection methods to the field known as threat 

consists in a simple but critical hypothesis. Hence, anomaly  

detection has the capability of detecting new types of 

intrusions and need list of profile data as a normal data, builds 

model of normal behaviour and automatically detect any 

violation of it can generate alarm. In anomaly detection the 

measure and techniques used are (a) statistical measures, 

 

(b) threshold detection, and (c) other technology (i.e. data 

mining, neural network, genetic algorithm and immune system 

model .In 2010 Wu and Banzhaf said that, anomaly detection 

searches for intrusive activities by comparing network traffic 

to those established acceptable normal usage patterns learned 

from train ing data, and refers from work, they divided three 

classifications of the anomaly detection techniques according 

to the nature of the processing, such as 

 

(a) Statistic based, (b) knowledge based, and machine learning  

based. Advantage this approach is ability to detect novel 

attacks for which signatures have not been defined yet. 

Unfortunately, this approach produces many false alarms and 

dally time consuming for research intensive to obtain update 

accurate and comprehensive profiles of normal behavior. Th is 

means, it requires a large set of training data with consist 

network environment system log.  

 

B. Misuse-Based Detection: 

 

Misuse detection identifies intrusions by matching observed 

data with pre-defined description of intrusive behavior. It find  

threat by examining the network traffic in search of direct 

matches to known pattern of packet. Disadvantage of this 

approach is that it can only detect intrusion that match a 

previously defined rule, the set of signature require to be 

constantly update manually to known the new threat. This 

method can be highly accurate to increasingly precision 

identify known attack and their variations. Misuse based 

produce low false alarm. 

 

C. Hybrid-Based Detection: 

 

This section includes the design of hybrid intrusion prevention 

approach, and describes its basic concepts from previously 

research work. More recent research explored the deployment 

of hybrid intrusion detection and prevention to enhancement 

network security there are some hybrid approaches have been 

proposal to combine this advantage of both misuse-based and 

anomaly-based. Both systems have advantages and 

disadvantages. They need for the solution to overcome security 

violation was recognizes by researcher to provide system, by 

combin ing currently approaches. Intrusion Detection System 

of Hybrid structure separates the whole MANET into mult iple 

IDS clusters; and the intrusion detection activity is executes by 

cluster head. Hybrid structure of IDS system has excellent 
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network extensibility and little network control overhead, 

which can realize distributed intrusion detection and is 

appropriate for network characteristics of the MANET. The 

host IDS can effect ively d istinguish and report informat ion of 

attacks in the system. 

 

3.1 Related Works 

 

In the earlier works on Intrusion Detection System, Patel A, et 

al [4] has proposed a model for the Intrusion Detection System 

which combines the concept of autonomic computing, fuzzy 

logic, and ontology and risk management. Authors have also 

proposed the characteristics of the Intrusion Detection System 

for hybrid environment. The method or algorithm for such 

proposal was not proposed by the author. The implementation 

of the proposed concept was the future scope of the paper. The 

characteristics proposed by the authors are considered in this 

paper for the proposal of hybrid Intrusion Detection System.  

 

Parag K, et al [5] has proposed and built an Intrusion 

Detection System has a hardware which would lie outside the 

network and checks all incoming request to the hybrid. 

Authors have used Misuse Intrusion detection method and the 

system deployed was Network Intrusion Detection System. 

Since the hardware component lie outside the network it 

would be easy for the attackers to attack the hardware. This 

would be the major disadvantage in this proposal made by 

authors. 

 

Vieira K, et al [13] has proposed an Intrusion Detection 

System for hybrid and grid environment which is deployed in 

the middle ware layer of the hybrid and grid. The major 

drawback of the implementation is a Network Based Intrusion 

Detection does not give higher importance for the protection 

of each and every host of the network. The architecture and 

security framework of hybrid environment and grid 

environment would be d ifferent. Hence a common system for 

both cannot be implemented. 

 

Amirreza, et al [6] has proposed and implemented an Intrusion 

Detection System for the hybrid environment using an open 

source Intrusion detection software snort. Authors have 

proposed Intrusion Detection System, but in the 

implementation part the authors has specified as Linux 

operating system. The authors have not implemented Intrusion 

Detection System for the hybrid environment and also the 

scope for extending the implementation in commercial hybrid 

environment was not discussed. Another major drawback of 

the implemented model is that, the open source software has to 

be updated constantly for the efficient detection. 

 

Xin wang, et al [8] has proposed and developed an Intrusion 

Detection System for hybrid with the central management 

approach. The developed model is very fast and very accurate 

in the determination of intrusion. The major drawback with 

the developed model is that, the model is not scalable. The 

efficiency of the system gets reduced when the scale is getting 

increased. The implementation and maintenance of this model 

would be very high and complicated.  

 

Vieira K, et al [7] has also proposed Intrusion detections 

system for hybrid and grid environment which uses audit 

system, which combines both the type of intrusions such 

anomaly based intrusion and misuse intrusion detection 

method. This proposal can be considered as the Hybrid 

Intrusion Detection System, but it can detect and prevent only 

specify kind of attack. The efficiency of the proposed model is 

quite less. From the above proposed and implemented work, it 

is clearly seen that an Intrusion Detection System that would 

detect both the type of intrus ions (hybrid model) which is 

highly efficient in terms of cost, efficiency, performance, and 

scalability has not been proposed and implemented. The 

following section of the paper would give a design for the 

outline of hybrid model of detecting the intrusion in hybrid. 

 

3.2 Hybrid Intrusion Detection System for Hybrid 

 

The major characteristics that a Hybrid Intrusion Detection 

System has to possess are Dynamic Nature, Self adaptive, 

Scalability and Efficiency. The Intrusion Detection System 

should have the capacity to change its nature of detection 

whenever it is necessary, which we call it as Dynamic Nature 

of a Hybrid Intrusion Detection System. 

Dynamic Dynamic 

 
Dynamic  
 

 

 

 

 

 

 

 

Figure. 1. Outline of Hybrid Intrusion Detection System 

 

If there is any change in the hardware components of the 

hybrid, the Intrusion Detection System should accept those 

changes and work efficiently. Th is property is defined as the 

Self adaptive property of a Hybrid Intrusion Detection System. 

If the number of system is increased or decreased, the system 

should not change its characteristics which is said to be the 

scalability property. The system should be much efficient in 

detection process, which we term it as efficiency property of 

the Hybrid Intrusion Detection System. (See Fig. 3) It depicts 

the outline for the Hybrid Intrusion Detection System. From 

our analysis and understanding, related work on Intrusion 

Detection for hybrid is analyzed across the characteristics of 

proposed model. 

 

3.3 Implementation and Discussion 

 

The above proposed model of Hybrid Intrusion Detection 

system has been implemented using .Net framework as front 

end and SQL Server as back end to store the information. The 

Hybrid Intrusion Detection system has been deployed in 

Hybrid environment. The Dynamic characteristic of Hybrid  

Intrusion Detection System is achieved by building a simple 

and informative User Interface. Scalab ility and Self adaptive 

property of a Hybrid Intrusion Detection System is achieved 

by running the system both in network and in all the host of the 

network. The property of efficiency is achieved by detecting 

both the type of Intrusion namely Anomaly Intrusion and 

Misuse Intrusion. 

 

IV. FUTURE S COPE 

 

The above proposed model of Hybrid Intrusion Detection 

System in hybrid network. The above proposed model can be 

utilized for h ighly secured hybrid and monitor all the activities 

of the hybrid. The proposed model can be implemented in very 

low cost and within a short span of time. Since the detection is 

Self In tr u s i o n  S c a l a b i l it  

Adaptive Detection  y  

 S y s t e m   

 E f f i c i e n c y   
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done using various criteria, the efficiency of this model will 

hold good for highly secured hybrid. The system can be 

implemented, when a network is built for defiance purpose, for 

storing and retrieving highly confidential data. The future 

scope of this paper would be implementing the Hybrid  

Intrusion Detection in a hybrid netwrok.  

 

V. REFERENCES  

 

[1]. Norbik Bashah Idris, Bharanidharan Shanmugam, 

―Hybrid Intrusion Detection Systems Using Fuzzy Logic,‖  

www.Intechopen.Com. 

 

[2]. Sampada Chavan, Khusbu Shah, Neha Dave And Sugata 

Sanyal, Sanghamitra Mukherjee , A jith Abraham ,‖Adaptive 

Neuro-Fuzzy Intrusion Detection Systems,‖ The International 

Conference On Information Technology: Coding And 

Computing (ITCC‘04) 0-7695-2108-8/04 © 2004 IEEE. 

 

[3]. Manjeet Singh, Gaganpreet Kaur, ―A Surveys of Attacks 

in MANET,‖ International Journal of Advanced Research in 

Computer Science and Software Engineering, Volume 3, Issue 

6, June 2013. 

 

[4]. Pawan Kumar, Gagandeep, Aashima,‖ Analysis of 

Different Security Attacks in MANETs on Protocol Stack A-

Review,‖ International Journal of Engineering and Advanced 

Technology (IJEAT) ISSN: 2249 – 8958, Volume-1, Issue-5, 

June 2012. 

 

[5]. Qi Zhang · Lu Cheng · Raouf Boutaba, “Hybrid  

computing: state-of-the-art and research challenges”, 

Received: 8 January 2010, Accepted: 25 February 201, 

Published online: 20 April 2010 © The Brazilian Computer 

Society 2010 

 

[6]. Pankesh Patel, Ajith Ranabahu, Amit Sheth Knoesis 

“Service Level Agreement in Hybrid computing” Center, 

Wright State University, USA. 2 DA-IICT, Gandhinagar, 

INDIA  

 

[7]. Patel A, et al. “An intrusion detection and prevention 

system in Hybrid computing: A systematic review”, Journal of 

Network and Computer Applications (2012), 

http://dx.doi.org/10.1016/j.jnca.2012.08.007 

 

[8]. Ms. Parag K. Shelke, Ms. Sneha Sontakke, Dr. A. D. 

Gawande “Intrusion Detection System for Hybrid computing”, 

International Journal of Scientific & Technology Research 

Volume 1, Issue 4, May 2012 

 

[9]. Amirreza Zarrabi, A lireza Zarrab “Internet Intrusion 

Detection System Serv ice in a Hybrid”, IJCSI International 

Journal of Computer Science Issues, Vol. 9, Issue 5, No 2, 

September 2012.  

 

[10].  Vieira K, Schulter A, Westphall C, “Intrusion detection 

for grid and Hybrid computing”, IEEE Journal IT 

Professional, pg no:38– 43,July 2010. 

 


